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ABSTRACT: One of the major challenges in cybersecurity is the provision of an automated and effective cyber-threats
detection technique. In this paper, we present an Al technique for cyber-threats detection, based on artificial neural
networks. The proposed technique converts multitude of collected security events to individual event profiles and use a
deep learning-based detection method for enhanced cyber-threat detection. For this work, we developed an Al-SIEM
system based on a combination of event profiling for data preprocessing and different artificial neural network methods,
including FCNN, CNN, and LSTM. The system focuses on discriminating between true positive and false positive alerts,
thus helping security analysts to rapidly respond to cyber threats. All experiments in this study are performed by authors
using two benchmark datasets (NSLKDD and CICIDS2017) and two datasets collected in the real world. To evaluate the
performance comparison with existing methods, we conducted experiments using the five conventional machine-learning
methods (SVM, k-NN, RF, NB, and DT). Consequently, the experimental results of this study ensure that our proposed
methods are capable of being employed as learning-based models for network intrusion-detection, and show that although
it is employed in the real world, the performance outperforms the conventional machine-learning methods.

I. INTRODUCTION

With the emergence of artificial intelligence (Al) techniques, learning-based approaches for detecting cyber attacks, have
become further improved, and they have achieved significant results in many studies. However, owing to constantly
evolving cyber attacks, it is still highly challenging to protect IT systems against threats and malicious behaviors in
networks. Because of various network intrusions and malicious activities, effective defenses and security considerations
were given high priority for finding reliable solutions [1]-[4]. Traditionally, there are two primary systems for detecting
cyber-threats and network intrusions. An intrusion prevention system (IPS) is installed in the enterprise network, and can
examine the network protocols and flows with signature based methods primarily.

A learning-based method geared toward determining whether an attack occurred in a large amount of data can be useful
to analysts who need to instantly analyze numerous events. According to [10], information security solutions generally
fall into two categories: analyst-driven and machine learning-driven solutions. Analyst-driven solutions rely on rules
determined by security experts called analysts. Meanwhile, machine learning-driven solutions used to detect rare or
anomalous patterns can improve detection of new cyber threats [10]. Nevertheless, while learning-based approaches are
useful in detecting cyber attacks in systems and networks, we observed that existing learning-based approaches have four
main limitations.

IIMRSET © 2025 |  AnI1SO 9001:2008 Certified Journal | 3256




© 2025 IIMRSET | Volume 8, Issue 3, March 2025 DOI: 10.15680/IJIMRSET.2025.0803251

BN Sy B AV | www.ijmrset.com | Impact Factor: 8.206] ESTD Year: 2018|

International Journal of Multidisciplinary Research in
Science, Engineering and Technology (IJMRSET)

(A Monthly, Peer Reviewed, Refereed, Scholarly Indexed, Open Access Journal)

Il. SYSTEM ARCHITECTURE

Data Source Data Collection bl Proce§51ug/ Data Storing Data Visualization
Analysis
Stream Processor Raw Data Storage
Svslog S Message
yslog Server
(Juene IPS Stream 1 Web Service

T \
PL_soeaw N | ewrone
P

Policy-based
Detection etadata DB

N IPS TOPIC
Syslog (IPS) > / IPS Stream 2 |—— o RiEE
/ Storage

Syslog (DDoS)
DDoS TOPIC

Al-based Detection

H

Figure 1: System Architecture.
I11. LITERATURE REVIEW

Event profiles are representations of the behavior or activities of systems, users, or networks over time. These profiles
are created by analyzing logs, system events, and user behavior to track patterns that may indicate malicious activity.
ANNSs can be trained on these profiles to identify patterns of normal and anomalous behavior, thus helping in detecting
potential cyber threats. This review explores the research surrounding the use of ANNs for detecting cyber threats with
an emphasis on the use of event profiles.

1. Artificial Neural Networks in Cyber Threat Detection

ANNSs are computational models inspired by biological neural networks, and they have demonstrated significant success
in various fields, including pattern recognition, classification, and anomaly detection. In the context of cybersecurity,
ANNSs are used to detect anomalies or threats by learning the patterns of network traffic, user behavior, or system events.
The use of ANNS in cyber threat detection is driven by their ability to generalize patterns, adapt to new types of data, and
provide robust performance in complex environments.

Several studies have demonstrated the capability of ANNSs to detect malicious activities, including intrusion detection,
malware detection, and phishing attacks. In general, ANNs can learn features from large and diverse datasets, which
makes them ideal for detecting subtle or complex attack patterns that might be difficult to identify using conventional
methods.

2. Event Profiles for Threat Detection

Event profiles represent the dynamic patterns of system, network, or user activity over time. These profiles are usually
builtusing system logs, user actions, network traffic data, or event sequences. The idea is to capture normal and abnormal
behavior by analyzing the temporal and spatial relationships between events.

o User Event Profiles: These profiles focus on the behavior patterns of users, tracking activities like login
attempts, access to sensitive files, and unusual interactions with the system. Any deviation from these established
behavior patterns might indicate a potential insider threat or account compromise.

Network Event Profiles: These profiles focus on monitoring network traffic and interactions. They can capture the
normal flow of traffic, including IP addresses, protocols, data rates, and other characteristics. Sudden spikes, unusual

IV. METHODOLOGY OF PROPOSED SURVEY
This section outlines the methodology proposed for the survey of existing research on Artificial Neural Networks (ANNSs)
for detecting cyber threats using event profiles. The survey aims to analyze the various methods, models, and techniques

used in the domain of cyber threat detection and provide a comprehensive overview of the current state-of-the-art
research. The following steps outline the methodology for conducting this survey.
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1. Literature Search and Data Collection

The first step in the proposed methodology is gathering relevant literature from various academic sources, journals, and
conferences. This will include papers, articles, technical reports, and other scholarly publications related to the
application of ANNs in detecting cyber threats using event profiles. The key sources for data collection will be:

o Digital Libraries and Databases: IEEE Xplore, Google Scholar, SpringerLink, ScienceDirect, ACM Digital
Library, and ResearchGate will be the primary platforms for retrieving peer-reviewed research papers.

e Conference Proceedings: Major cybersecurity and machine learning conferences such as IEEE S&P (Security
and Privacy), ACM CCS (Computer and Communications Security), and NeurlPS (Conference on Neural
Information Processing Systems) will be explored for relevant studies.

e Books and Theses: Relevant books and doctoral theses will also be analyzed to gather comprehensive insights
into the methodologies used for cyber threat detection with ANNs and event profiles.

Search Keywords:

"Acrtificial Neural Networks for Cyber Threat Detection™
"Event Profiles in Cybersecurity"

"Anomaly Detection in Cybersecurity"

"Deep Learning for Intrusion Detection"

"Neural Networks for Malware Detection™

V. RESULT AND DISCUSSION
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In Fig 3, we can view the trained and tested tweet datasets Accuracy.
V1. CONCLUSION
Artificial Neural Networks have demonstrated significant potential in detecting cyber threats using event profiles. Their

ability to model complex patterns in large, dynamic datasets makes them suitable for identifying both known and novel
threats. However, challenges such as data quality, interpretability, and adversarial robustness remain, and future research
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will likely focus on improving these aspects to ensure that ANNs can be used effectively in real-world cybersecurity
applications.
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